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1.An organization is considering a BYOD standard to support remote working. The first iteration of the 
solution will utilize only approved collaboration applications and the ability to move corporate data 
between those applications. 
The security team has concerns about the following: 
Unstructured data being exfiltrated after an employee leaves the organization 
Data being exfiltrated as a result of compromised credentials 
Sensitive information in emails being exfiltrated 
Which of the following solutions should the security team implement to mitigate the risk of data loss? 
A. Mobile device management, remote wipe, and data loss detection 
B. Conditional access, DoH, and full disk encryption 
C. Mobile application management, MFA, and DRM 
D. Certificates, DLP, and geofencing 
Answer: A 
 
2.An organization is researching the automation capabilities for systems within an OT network. A security 
analyst wants to assist with creating secure coding practices and would like to learn about the 
programming languages used on the PLCs. 
Which of the following programming languages is the MOST relevant for PLCs? 
A. Ladder logic 
B. Rust 
C. C 
D. Python 
E. Java 
Answer: A 
 
3.Which of the following protocols is a low power, low data rate that allows for the creation of PAN 
networks? 
A. Zigbee 
B. CAN 
C. DNP3 
D. Modbus 
Answer: A 
Explanation: 
Reference: https://urgentcomm.com/2007/11/01/connecting-on-a-personal-level/ 
 
4.A company based in the United States holds insurance details of EU citizens. 
Which of the following must be adhered to when processing EU citizens' personal, private, and 
confidential data? 
A. The principle of lawful, fair, and transparent processing 
B. The right to be forgotten principle of personal data erasure requests 
C. The non-repudiation and deniability principle 
D. The principle of encryption, obfuscation, and data masking 
Answer: A 
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5.A security engineer has been asked to close all non-secure connections from the corporate network. 
The engineer is attempting to understand why the corporate UTM will not allow users to download email 
via IMAPS. The engineer formulates a theory and begins testing by creating the firewall ID 58, and users 
are able to download emails correctly by using IMAP instead. 
The network comprises three VLANs: 

 
The security engineer looks at the UTM firewall rules and finds the following: 

 
Which of the following should the security engineer do to ensure IMAPS functions properly on the 
corporate user network? 
A. Contact the email service provider and ask if the company IP is blocked. 
B. Confirm the email server certificate is installed on the corporate computers. 
C. Make sure the UTM certificate is imported on the corporate computers. 
D. Create an IMAPS firewall rule to ensure email is allowed. 
Answer: D 
 
 


